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Regulatory Background

The Digital Operational Resilience Act (DORA) and existing regulatory guidance around Operational Resilience and Third-Party Risk
Management all have similarities, as they focus on ensuring the stability, security, and continuity of financial services. These regulatory
frameworks share commonobjectivesrelated to resilience, risk management, customer protection, and testing and exercising. However, they
differin their specificfocus areas and the types of entities they regulate. Where Operational Resilience focuses on ensuring service continuity,
DORA addressesdigital service providers’ Operational Resilience in the context of digital services.

Global Regulatory Developments

* Monetary Authority of Singapore (MAS) (August 2022:
Operational Risk Management — Management of Third-Party
Arrangements)

* No significant change to the existing requirements under
the MAS Guidelines on Outsourcing.
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Identifying your key dependencies — how to define critical

IDENTIFY

What are your critical
services and
dependencies

HovF\Q/iI:eochQ)-IL-J ok
recording and % f'e"sV.Y.Q r?c\:lg ix?outggite
reporting operational dependencies?
incidents P '
TRAIN Sl

How have you trained
your employeesand
senior leadership?,

How have you tested
your resilience and
identified vulnerabilities?




Identifying your key services — how to define critical

‘o) | G
There are slightly deviating definitions of @ =

critical or important across the current
regulatory landscape.

However, at the highest-level firms should use
their existing Business Impact Assessments
and resilience documentation to determine the
following

If the service was disrupted....

Would the

broader
marketbe
Impacted?

Would our
customers
suffer harm?

Would our
financial
viability be

impacted?

Q

Would there
be legal,
regulatory or
reputational
Impacts?




Building in resilience at the off-set: Due Diligence
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Testing to identify vulnerabilities

Scenarios are driven by themes that are aligned to the service(s) being provided. Suppliers are asked to provide details of how they would
respondto the scenario(s). This provides practical insights into the suppliers’ preparedness and their ability to respond to disruption.

Relevant themes (Sample) Scenarios for suppliers (Sample)

T E @ B

Focus area on people and processes to manage cybersecurity,

G(i/iiﬁgayce staff training and mechanism to escalate risks._Aim to explore How would the sup_pll_er respond to a
governance structures of the supplier. cyber-attack on their infrastructure?
Explain level of confidence in
Breach Review incident recovery process and internal business continuity arrangements in
response response procedures, allocated individuals to contact the event of an out of hours breach?

Data
Protection

Offshoring
Data

Testing and
Assurance

Network
Security

regulator, previous incidents and actions taken in response.

Adherence to applicable privacy regulations, review of
existing controls and security measures (encryption at
rest), Processing Agreements in place. Identify
applicable privacy regulation compliance for personal data.

Where data is offshored, assessment of security measures,
contracts, locations of data, whether personal data is involved.

Existing mechanisms and frequency for testing efficiency of
controls and review of where additional controls are required.

Assess basic cyber controls across antivirus, patching, network
access, role-based controls and cloud senices protections.

How would the supplier respond to a
loss of client data?

How would the supplier respond to
challenges in providing technology
(laptops) offshore?

How does the supplier select and
rotate penetration test suppliers?
How are challenges around allocating
named individuals to key systems
addressed?




Recording and Reporting incidents

Reporting to the regulators is not a new
concept in Financial Services, however the pre-
defined reports may require firms to carry out a
feasibility assessment on their ability to report.

Firms will reportviaa templated form that
iIncludes mandatory fields.

Initial Report: Information onimpact to other

More broadly SEC 8K requirements also place  within 4 entities, how the incident was discovered, BCP
more pressure on firms to report hours activation.

Making an assessment of Root Cause:
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Training your accountable people

R GBI

Firm wide culture Senior Leadership Tailoredtraining

Embeddingresilience Many regulations focus Many firstlineroles have Postincidentor exercise,
principles similar to on senior accountability, day to day responsibility sharinglessons learnt
security and privacy to andresiliencebeing set for building firm supports building cultural
build a resilientculture from the top resilience awareness.

Across the business, Making resilience a key part Vendor managers for This could be through a
individuals need to report of business strategy and example need to community of practice or
security issues, privacy seenas an enabler not a understand the importance town hall, where themes are
gaps and take ownership compliance hindrance third parties play to the shared

for building resilience by overall successofthe

design business




Steps to take to align with resilience

5 Build culturalawareness and
L readiness to reportdisruption

Testyourthinking —use scenario-
— @) Dbased exercises with third parties to
identify vulnerabilities

Understand which of thosecritical
— dependencies need enhanceddue
diligence and contractual provisions

Identify your critical services and
dependencies
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About PA.
We believe in the power of ingenuity to build a positive human future.
As strategies, technologies, and innovation collide, we create opportunity from complexity.

Our diverse teams of experts combine innovative thinking and breakthrough technologies to progress further,
faster. Our clients adapt and transform, and together we achieve enduring results.

We are over 4,000 strategists, innovators, designers, consultants, digital experts, scientists, engineers, and
technologists. And we have deep expertise in consumer and manufacturing, defense and security, energy and
utilities, financial senices, government and public senices, health and life sciences, and transport.

Our teams operate globally from offices across the US, UK, Ireland, Nordics, and Netherlands.
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