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HORIZON SCANNING: ORIGINS

horizon scanning
noun U] Anyone Know Who

Us#) thararzn skenzn/ UKW) /he'rarzn skeenn/

Add to word list = W.H. Gai.es IS?
the activity of trying to understand what is likely to happen or

change in the future, especially what new technologies or risks

Futures studies

Coined term horizon Horizon scanning is "a

are likely to appear, often done to help a business or organization . %ty : H
Jith s planing scanning as related to futures technique for detecting

studiesin his 1995 article Concepts early signs of potentially
« The securty services are involved in horizon scanning, anticipating addressin g trends Accelerating change - Cashless society - imporiq nt developmenfs

ossible terrorist targets suich as a major sporting event or political
j ¢

ot in information Existential risk - Future (Earth - Mathematics - through a systematic

+ The role involves projecting future demand for medical services, technolo and foreCGSﬁng Race_. C|.|mate . Spa(.:e eXpmra.tlon_ - Universe) examlnahon Of pOie n.t!ql
including horizon scanning for new developments and technologies. the year 2005. - Historical materialism - Kondratiev cycle - threats and OppOﬂUﬂli’leS,
Kardashgv scale - Moore's law - Pegk oil - with emphasis on new
Population cycle - Resource depletion - 'rec:hnology and its effects
Singularity - Swanson's law . “
on the issue at hand.
-OECD
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Deep Learning and Unsupervised Mining from Text Mining
Automation Le.arnlng and . audlo/spee.ch, Sentimentanalysis, aform of Text Mining,
Reinforcement images a nd videos along with subjectivity detection, opinion
Deep Learning monitoring and H . identification, text summarization,
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Microsoft_Excel_Worksheet.xlsx
Regs

		The current state of regulatory considerations and guidance on third-party risk management 

		Categories

		Financial Services: Current rules on vendor risk from financial services regulators.



		American Institute of Certified Public Accountants (AICPA), USA



		The American Institute of Certified Public Accountants (AICPA) is the national professional organization of Certified Public Accountants (CPAs) in the United States. System and Organization Controls (SOC) There are two levels of SOC reports which are also specified by SSAE 18:[1]

Type I, which describes a service organization's systems and whether the design of specified controls meet the relevant trust principles. (Are the design and documentation likely to accomplish the goals defined in the report?)
Type II, which also addresses the operational effectiveness of the specified controls over a period of time (usually 9 to 12 months). (Is the implementation appropriate?)



		There are three types of SOC reports.[2]

		SOC 1 – Internal Control over Financial Reporting (ICFR)[3]

		SOC 2 – Trust Services Criteria[4]

		SOC 3 – Trust Services Criteria for General Use Report[5]

		 Controls in scope related to TPRM are • CC2.3: The entity communicates with external parties regarding matters affecting the functioning of internal control, and

		• CC9.2: The entity assesses and manages risks associated with vendors and business partners.



		SOC for Cybersecurity 

		SOC for Supply Chain



		NY Shield Act, USA



		This Act requires any person or business owning or licensing computerized data that includes the private information of a resident of New York (“covered business”) to implement and maintain reasonable safeguards to protect the security, confidentiality and integrity of the private information. Requirements to be considered related to TPRM are: • Is the organization conducting internal controls-based assessments of third-parties based on the requirements in applicable laws such as GLBA, HIPAA, or NYCRR Part 500? • Is the organization monitoring external third-party networks and utilizing business risk intelligence such as news events, financials, layoffs, leadership changes, lawsuits, etc. that can serve as predictors of future vulnerabilities? • Is there a defined process in place to identify, categorize, prioritize, and manage risks to an acceptable level? • Does the organization have a defined workflow process in place to escalate identified risks for remediation?





		US Privacy Act of 1974 

		States that government agencies have rights and restrictions on data.

		Gramm-Leach-Bliley Act of 1999, USA

		The GLB Act includes provisions to protect consumers’ personal financial information held by financial institutions. There are three principal parts to the privacy requirements: the Financial Privacy Rule, the Safeguards Rule, and pretexting provisions.Includes provisions to protect consumers' personal financial information held by financial institutions



		Sarbanes-Oxley Act (SOX)

		This law is designed to protect investors and the public by increasing the accuracy and reliability of corporate disclosures. It applies to all public companies operating in the US. SOX defines internal audit requirements, the records businesses should store, and how long. It includes several controls for managing third-party risk. In scope for TPRM:



		APO10.01/APO10.02: Selection of vendors for outsourced services is performed in accordance with the
enterprise’s vendor management policy and process.
• APO10.03: A designated individual is responsible for regular monitoring and reporting on the achievement of
the third-party service level performance criteria.
• APO10.04: Third-party service contracts address the risk, security controls and procedures for information
systems and networks in the contract between the parties.



		U.S. Department of Justice Criminal Division Evaluation of Corporate Compliance Programs (Updated June 2020)

		The 2020 Guidance also spotlights third-party compliance management. While the DOJ still views a strong due diligence program as a critical part of a compliance program, it’s now looking beyond due diligence and considering what companies do to manage risks throughout the engagement with the third party. By evaluating the ongoing engagement of a third party, compliance can help the business better evaluate the ROI with respect to that third party. For example, you can use data analysis and other technologies to assess risk against commercial KPIs — and re-confirm that the service provided by the third party aligns with your justification for engaging it.



		Office of the Comptroller of the Currency (OCC), USA



		Over the years, the Office of the Comptroller of the Currency (OCC) has issued a series of bulletins that have provided guidance on how banks (and their examiners) should approach third-party risk.



		OCC Bulletin 2013-29



		The OCC issued explicit and detailed guidance on Third-party Risk Management in 2013. It rescinded all previous guidance. The bulletin provides guidance to national banks and federal savings associations (collectively, banks) for assessing and managing risks associated with third-party relationships. A third-party relationship is any business arrangement between a bank and another entity, by contract or otherwise.



		“The Office of the Comptroller of the Currency (OCC) expects a bank to practice effective risk management regardless of whether the bank performs the activity internally or through a third party. A bank’s use of third-parties does not diminish the responsibility of its board of directors and senior management to ensure that the activity is performed in a safe and sound manner and in compliance with applicable laws.”



		“A bank should adopt risk management processes commensurate with the level of risk and complexity of its third-party relationships. A bank should ensure risk management and oversight of third-party relationships involving critical activities.”



		Read the full guidance 



		OCC BULLETIN 2017-7 – Supplemental Examination Procedures



		In 2017, the OCC issued Bulletin 2017-7 which provides detail into the procedures that may be used during examinations of a bank’s risk management of third-party relationships.



		“These procedures are designed to help examiners:



		tailor the examination of each bank commensurate with the level of risk and complexity of the bank’s third-party relationships.

		assess the quantity of the bank’s risk associated with its third-party relationships.

		assess the quality of the bank’s risk management of third-party relationships involving critical activities.

		determine whether there is an effective risk management process throughout the life cycle of the third-party relationship.”



		Read the full guidance 



		OCC Bulletin 2020-10



		In 2020, The Office of the Comptroller of the Currency (OCC) also issued frequently asked questions (FAQ) to supplement OCC Bulletin 2013-29.



		“The OCC expects a bank to practice effective risk management regardless of whether the bank performs an activity internally or through a third party. A bank’s use of third parties does not diminish the bank’s responsibility to perform the activity in a safe and sound manner and in compliance with applicable laws and regulations. A bank’s third-party risk management should be commensurate with the level of risk and complexity of its third-party relationships; the higher the risk of the individual relationship, the more robust the third-party risk management should be for that relationship.”



		Read the full guidance 





		The Federal Reserve, USA



		FED SR 13-19 / CA 13-21: Guidance on Managing Outsourcing Risk



		This guidance issued by the Federal Reserve in 2013 addresses the characteristics, governance, and operational effectiveness of a financial institution’s service provider risk management program for outsourced activities beyond traditional core bank processing and information technology services. The guidance applies to all service provider relationships regardless of the type of bank activity that is outsourced.



		“The use of service providers does not relieve a financial institution’s board of directors and senior management of their responsibility to ensure that outsourced activities are conducted in a safe-and-sound manner and in compliance with applicable laws and regulations. Policies governing the use of service providers should be established and approved by the board of directors, or an executive committee of the board.”



		Read the full guidance 





		Federal Financial Institutions Examination Council, USA



		FFIEC includes five banking regulators—the Federal Reserve Board of Governors (FRB), the Federal Deposit Insurance Corporation (FDIC), the National Credit Union Administration (NCUA), the Office of the Comptroller of the Currency (OCC), and the Consumer Financial Protection Bureau (CFPB). The FFIEC Information Technology Examination Handbook (IT Handbook) is comprised of 11 booklets that provide guidance for examiners.



		Various sections of the Handbook cover third-party risk, including:



		FFIEC IT Examination Handbook: Vendor and Third-Party Management



		Financial institutions should establish and maintain effective vendor and third-party management programs because of the increasing reliance on nonbank providers. Financial institutions must understand the complex nature of arrangements with outside parties and ensure adequate due diligence for the engagement of the relationships and ongoing monitoring.”



		Read the handbook 



		FFIEC IT Examination Handbook Appendix J: Strengthening the Resilience of Outsourced Technology Services



		This section of the Federal Financial Institutions Examinations Council’s (FFIEC) IT Examination Handbook focuses specifically on the business continuity risks created by the use of third parties. In particular, the document says that financial services firms must be responsible for the business continuity risks posed by their third-parties. The document also addressed cyber-resilience issues.



		“Many financial institutions depend on third-party service providers to perform or support critical operations. These financial institutions should recognize that using such providers does not relieve the financial institution of its responsibility to ensure that outsourced activities are conducted in a safe and sound manner. The responsibility for properly overseeing outsourced relationships lies with the financial institution’s board of directors and senior management. An effective third-party management program should provide the framework for management to identify, measure, monitor, and mitigate the risks associated with outsourcing.”



		Read Appendix J in full 





		Federal Deposit Insurance Corporation, USA



		Guidance for Managing Third-Party Risk / FIL-44-2008



		Published in 2008, the Federal Deposit Insurance Corporation (FDIC) guidance provides a general framework that the regulator wants financial services firm boards of directors and senior management to use to provide appropriate oversight and risk management of significant third-party relationships. It outlines some key risks that can arise from third-party relationships and a third-party risk management framework.



		“Financial institutions often rely upon third-parties to perform a wide variety of services and other activities. An institution’s board of directors and senior management are ultimately responsible for managing activities conducted through third-party relationships, and identifying and controlling the risks arising from such relationships, to the same extent as if the activity were handled within the institution.”



		Read the guidance 





		New York State Department of Financial Services, USA



		Cybersecurity requirements for financial services companies (23 NYCRR 500)



		This state-level set of regulations focusing on cyber risk and cybersecurity became effective in 2017. Among other requirements, it asks covered financial services firms to perform risk assessments and due diligence on third-parties’ cybersecurity practices.



		Read the regulation 





		The Consumer Financial Protection Bureau (CFPB), USA



		The CFPB is responsible for consumer protection in the financial sector. Part of their expectation is that institutes will treat customers fairly – directly and through any third parties they choose to engage with. In particular there’s implications for third-party risk management through their enforcement of UDAAP, or Unfair, Deceptive or Abusive Acts or Practices. The CFPB stresses the need for thorough oversight of third-party service providers.





		Monetary Authority of Singapore (MAS), Singapore



		MAS – Guidelines On Outsourcing (issued 2016)



		Issued in 2016, the Outsourcing Guidelines provide expanded guidance to the industry on prudent risk management practices for outsourcing, including cloud services.



		“Outsourcing does not diminish the obligations of an institution, and those of its board and senior management to comply with relevant laws and regulations in Singapore, it is thus important that an institution adopts a sound and responsive risk management framework for its outsourcing arrangements.”



		Read the guidance 





		European Banking Authority



		The European Banking Authority (EBA) is an independent EU Authority which works to ensure effective and consistent prudential regulation and supervision across the European banking sector. Its overall objectives are to maintain financial stability in the EU and to safeguard the integrity, efficiency and orderly functioning of the banking sector.



		The main task of the EBA is to contribute to the creation of the European Single Rulebook in banking whose objective is to provide a single set of harmonised prudential rules for financial institutions throughout the EU.



		EBA/GL/2019/02 – EBA Guidelines on outsourcing arrangements



		In early 2019, The European Banking Authority (EBA) published its revised Guidelines on outsourcing arrangements setting out specific provisions for the governance frameworks of all financial institutions within the scope of the EBA’s mandate with regard to their outsourcing arrangements and related supervisory expectations and processes.



		“Each financial institution’s management body remains responsible for that institution and all of its activities, at all times; to this end, the management body should ensure that sufficient resources are available to appropriately support and ensure the performance of those responsibilities, including overseeing all risks and managing the outsourcing arrangements. Outsourcing must not lead to a situation in which an institution becomes an ‘empty shell’ that lacks the substance to remain authorised.”



		Read the guidelines 

		Basel Committee on Banking Supervision, EU



		Basel Committee on Banking Supervision Outsourcing in Financial Services (issued 2005)



		“Outsourcing has the potential to transfer risk, management and compliance to third-parties who may not be regulated, and who may operate offshore.”



		“Regulated entities can mitigate these risks by taking steps (as discussed in the principles) to: draw up comprehensive and clear outsourcing policies, establish effective risk management programmes, require contingency planning by the outsourcing firm, negotiate appropriate outsourcing contracts, and analyse the financial and infrastructure resources of the service provider.”



		Read the guidance 



		Financial Conduct Authority (FCA), UK



		SYSC 13.9 Outsourcing



		In the UK, a financial services firm cannot contract out its regulatory obligations to a third party, and so it needs to take steps to ensure it is meeting those obligations. This section of the regulatory handbook provides additional guidance on managing outsourcing arrangements in relation to operational risk. According to the handbook, “Outsourcing may affect a firm’s exposure to operational risk through significant changes to, and reduced control over, people, processes and systems used in outsourced activities.”



		Read the handbook 



		Considerations for firms thinking of using third-party technology (off-the-shelf) banking solutions



		Published in July 2014, this document provides a list of questions for financial services firms to consider when evaluating or engaging with third parties for technology services which are critical to firms’ operations. The questions cover the decision to use an outsource provider, the selection of a provider, and ongoing maintenance of the relationship with the provider, among other issues.



		Read the guidance 



		Cyber and Technology Resilience: Themes from cross-sector survey 2017/2018



		A survey, released in November 2018, of 296 firms by the FCA highlighted key areas of regulatory development going forward. Firms acknowledged challenges in managing their third parties. For example, third-party issues, such as an IT failure at an important supplier, accounted for 15% of the operational incidents reported to the FCA — this was the second highest root cause. As well, only 66% of large firms and 59% of smaller firms understood their third-parties’ response and recovery plans.



		Read the paper 



		Guidance for firms outsourcing to the ‘cloud’ and other third-party IT services



		Published in July 2018 after a consultation period, the guidance includes a list of areas that UK-based financial services firms should consider when engaging with third-parties to provide IT services. The FCA wants firms to consider international standards, legal and regulatory obligations, risk management, the oversight of the service provider, data security, access to the third-party’s premises, business continuity, and other issues.



		Read the guidance 





		Bank of England



		Building the UK financial sector’s operational resilience discussion paper



		The Bank of England, Prudential Regulation Authority (PRA), and Financial Conduct Authority (FCA) published a joint discussion paper (DP) on an approach to improve the operational resilience of firms and financial market infrastructures (FMIs). Released in July 2018, this discussion paper examines issues around resiliency for financial services firms, including within third-party relationships. Although cyber risk is a particular focus of the paper, the paper proposes that firms focus on the continuity of the most important business services as an essential component of managing operational resilience; set board-approved impact tolerances which quantify the level of disruption that could be tolerated; and plan on the assumption that disruption will occur as well as seeking to prevent it.



		Read the discussion paper 





		China Banking Regulatory Commission (CBRC) (Now the China Banking and Insurance Regulatory Commission)				On 31 August 2022, the Cyberspace Administration of China (CAC) finalized the security assessment application guidelines and template application form (Security Assessment Application Guideline) under the Measures for Security Assessment of Outbound Data Transfers (Security Assessment Measures).



		Notice on Issuing the Guidelines on Internal Control of Commercial Banks – Article 25



		In 2014, the CBRC issued Guidelines on Internal Control of Commercial Banks, which included a provision for outsourcing controls.



		“Commercial banks should establish and improve an outsourcing management system with defined organizational framework and responsibility and conduct a full risk assessment on outsourcing business at least once a year. Functions that involve development strategy, risk management, internal auditing and other core competence shall not to be outsourced.”





		Others



		The Gramm-Leach-Bliley Act (GLB) Act of 1999



		The GLB Act includes provisions to protect consumers’ personal financial information held by financial institutions. There are three principal parts to the privacy requirements: the Financial Privacy Rule, the Safeguards Rule, and pretexting provisions.



		Read the Act 



		Payment Card Industry Data Security Standard (PCI DSS)



		The PCI Security Standards Council is a global forum for the ongoing development, enhancement, storage, dissemination, and implementation of security standards for account data protection.



		The PCI DSS is a set of requirements for enhancing security of payment customer account data. It was developed to help facilitate global adoption of consistent data security measures. PCI DSS includes requirements for security management, policies, procedures, network architecture, software design, and other critical protective measures. The guidance states that third-party service providers are responsible for demonstrating their PCI DSS through an annual assessment or multiple on-demand assessments.

		Controls in scope related to TPRM are:
• 8.3: Is two-factor authentication incorporated for remote network access
originating from outside the network by personnel (including users and
administrators) and all third parties (including vendor access for support
or maintenance)?
• 9.9.3: Are personnel (including third party employees) trained to be
aware of attempted tampering or replacement of devices?
• 12.3.9: Activation of remote-access technologies for vendors and
business partners only when needed by vendors and business partners,
with immediate deactivation after use?
• 12.3.10: For personnel accessing cardholder data via remote-access technologies, does the policy specify the
prohibition of copying, moving, and storage of cardholder data onto local hard drives and removable electronic
media, unless explicitly authorized for a defined business need?
• 12.8: Are policies and procedures maintained and implemented to manage service providers with whom
cardholder data is shared, or that could affect the security of cardholder data?
• 12.8.1: Is a list of service providers maintained?
• 12.8.2: Is a written agreement maintained that includes an acknowledgement that the service providers are
responsible for the security of cardholder data the service providers possess or otherwise store, process,
or transmit on behalf of the customer, or to the extent that they could impact the security of the customer’s
cardholder data environment?
• 12.8.3: Is there an established process for engaging service providers, including proper due diligence prior to
engagement?
• 12.8.4: Is a program maintained to monitor service providers’ PCI DSS compliance status at least annually?
• 12.8.5: Is information maintained about which PCI DSS requirements are managed by each service provider,
and which are managed by the entity?





		Read the standard 



		Fair and Accurate Credit Transaction Act (FACTA), including Red Flags Rule



		FACTA is an amendment to the Fair Credit Reporting Act that is intended to help consumers avoid identity theft. Accuracy, privacy, limits on information sharing, and new consumer rights to disclosure are included in the legislation. The Red Flags Rule requires many businesses and organizations to implement a written Identity Theft Prevention Program designed to detect the warning signs – or red flags – of identity theft in their day-to-day operations.





		National Association of Insurance Commissioners



		Insurance Data Security Model



		The NAIC is a standard-setting and regulatory support organization consisting of the top insurance regulators from the 50 states, District of Columbia, and five U.S. territories. The NAIC formally adopted the model law in October 2017.



		“(1) A Licensee shall exercise due diligence in selecting its Third-Party Service Provider; and

		(2) A Licensee shall require a Third-Party Service Provider to implement appropriate administrative,

		technical, and physical measures to protect and secure the Information Systems and Nonpublic

		Information that are accessible to, or held by, the Third-Party Service Provider.“



		Read the model 



		Healthcare

		United States Department of Health and Human Services



		Health Insurance Portability and Accountability Act (HIPAA)



		HIPAA was enacted in 1996 to improve the efficiency and effectiveness of the health care system. It requires the adoption of national standards for electronic health care transactions and code sets, as well as unique health identifiers for providers, health insurance plans, and employers. The law also incorporates provisions for guarding the security and privacy of personal health information.



		Read the Act 



		HIPAA Security Rule – 45 C.F.R. 164.308



		(b)(1) Standard: Business associate contracts and other arrangements. “A covered entity, in accordance with §164.306, may permit a business associate to  create, receive, maintain, or transmit electronic protected health information on the covered entity’s behalf only if the covered entity obtains satisfactory

		assurances, in accordance with §164.314(a) that the business associate will appropriately safeguard the information.”



		Read the rule 



		HIPAA Omnibus rule



		This rule, issued in 2013 makes business associates of covered entities directly liable for compliance with certain parts of the HIPAA Privacy and Security Rules’ requirements.



		“Organizations and similar organizations, as well as personal health record vendors that provide services to covered entities, shall be treated as business associates; requiring HIPAA covered entities and business associates to provide for notification of breaches of ‘‘unsecured protected health information’’;



		“…it is the business associate that must obtain the required satisfactory assurances from the subcontractor to protect the security of electronic protected health information…”



		Read the rule 



		The Health Information Technology for Economic and Clinical Health Act (HITECH)



		Part of the American Recovery and Reinvestment Act of 2009, the HITECH Act modifies HIPAA by adding new requirements concerning privacy and security for patient health information. It widens the scope of privacy and security protections available under HIPAA, increases the potential legal liability for non-compliance and provides for more enforcement



		Read the Act 

		General



		Sarbanes-Oxley Act



		The Sarbanes-Oxley Act was enacted in 2002 and is designed to protect investors and the public by increasing the accuracy and reliability of corporate disclosures. It defines audit requirements and the records businesses should store and for how long.



		Read the Act 



		Institute of Internal Auditors: Practice Guide on Auditing Third-Party Risk Management



		This document, available to members, was published in November 2018, and explains to audit teams how to understand and assess risks related to the use of third parties. It looks at risks across the full vendor life cycle, including the appropriate sourcing, ongoing management, and termination of vendors. The document also gives a framework for planning and executing third-party risk audits based on the size and type of organization in question.



		Read the guide 

		Anti-Bribery and Corruption (ABAC)



		Foreign Corrupt Practices Act of 1977 (FCPA)



		The Foreign Corrupt Practices Act of 1977 (FCPA) forbids bribery and corruption by companies and their third-party partners, including resellers, distributors, and marketing agencies.



		Read the Act 



		UK Bribery Act of 2010



		The UK Bribery Act of 2010 is modeled on the OECD Anti-Bribery Convention and forbids bribery and corruption by companies and their third-party partners who are doing business in the UK.



		Read the Act 



		The Sapin II Law



		This anti-bribery and corruption (ABAC) law came into force in 2017. It requires companies that employ more than 500 employees and that have a turnover exceeding €100 million to implement a series of ABAC policies, including adopting a code of conduct, putting in place a whistleblowing system, creating a risk map, and conducting due diligence on major clients, suppliers, and intermediaries.



		OECD Anti-Bribery Convention



		Also known officially as the Convention on Combating Bribery of Foreign Public Officials in International Business Transactions. Published in 1999, this OECD convention was created to help reduce political corruption and corporate crime in developing countries. It asks those who agree to it to criminalize the act of offering or giving a bribe.



		Read the convention 



		ISO 37001:2016 Anti-bribery management systems



		ISO 37001:2016 specifies requirements and provides guidance for establishing, implementing, maintaining, reviewing, and improving an anti-bribery management system.



		Visit the Standard 

		Human Rights



		The California Transparency in Supply Chains Act



		The California Transparency in Supply Chains Act of 2010 requires companies subject to the law to disclose information regarding their efforts to eradicate human trafficking and slavery within their supply chains on their website or, if a company does not have a website, through written disclosures.



		Read the Act 



		UK Modern Slavery Act



		The Modern Slavery Act of 2015 gives UK law enforcement the tools to fight slavery, ensure perpetrators receive suitably severe punishment and protect victims of these crimes. Companies subject to the law are expected to explain the steps the organization has taken during the previous financial year to ensure that slavery and human trafficking are not taking place in any of its supply chains and in any part of its own business.



		Read the Act 



		Title VII of the U.S. Civil Rights Act of 1964 The U.S. Civil Rights Act of 1991



		Title VII of the Civil Rights Act of 1964 (Pub. L. 88-352) & The Civil Rights Act of 1991 (Pub. L. 102-166) prohibits an employer with fifteen or more employees from discriminating on the basis of race, national origin, gender, or religion. Companies will want to ensure that their third parties are in compliance with this regulation.



		Read the Act 



		Wages and the Fair Labor Standards Act (FLSA) and Equal Pay Act (EPA)



		Wages and the Fair Labor Standards Act (FLSA) and the Equal Pay Act (EPA) of 1963 (Pub. L. 88-38) establishes minimum wage, overtime pay, record keeping, and youth employment standards. Companies will want to ensure that their third parties are in compliance with this regulation.



		Read the Act 

		Conflict Minerals



		Dodd-Frank 1502 and Clean Diamonds Trade Act (CDTA) Conflict Minerals



		Dodd-Frank Wall Street Reform and Consumer Protection Act 1502 and Clean Diamonds Trade Act (CDTA) defines restrictions on the mining, transporting, and commerce of Conflict Minerals. Dodd-Frank Act mandated the SEC to ensure the sale of conflict materials (e.g. coltan, tantalum, tin, tungsten, and gold) does not benefit armed groups in or near the Democratic Republic of Congo.



		Read the Act 

		Environmental



		Clean Air Act of 1963



		The Clean Air Act of 1963 as defined in U.S. Code Title 42, Chapter 85, Subchapter I, Part A, § 7412 and § 7420 designates what is a hazardous air pollutant, how to dispose of it and what are the penalties for non-compliance with the Environmental Protection Agency’s (EPA) Standards.



		Read the Act 



		ISO 14001:2015 Environmental Management System



		ISO 14001:2015 sets out the criteria for an environmental management system applicable to any industry.



		Visit the standard 

		Privacy



		EU General Data Protection Regulation (GDPR)



		The GDPR standardizes data protection law across all 28 EU countries and imposes strict rules on controlling and processing personally identifiable information (PII).



		Read the Regulation 



		The California Consumer Privacy Act of 2018 (CCPA)



		This law is similar to the European Union’s General Data Protection Regulation (GDPR) in what it is seeking to achieve, and so it is sometimes referred to as California’s GDPR. The law seeks to protect the rights of individuals regarding their personal data, and imposes obligations on companies that do business in California to help support those rights. This includes third parties who work with data.



		Read the Act 



		OECD Guidelines on the Protection of Privacy and Trans-border Flows of Personal Data



		Updated in 2013, these guidelines are the foundation of many of the new data privacy regulations that are being created around the world, including the EU’s General Data Protection Regulation (GDPR) and the California Consumer Privacy Act (CCPA). For companies, they can be a source of best practices around data privacy.



		Read the guidelines 



		Children’s Online Privacy Protection Act



		COPPA took effect in 2000, and applies to the online collection of personal information from children under 13. Monitored by the Federal Trade Commission (FTC), the rules limit how companies may collect and disclose children’s personal information.



		Read the Act 



		Information Security



		ISO/IEC 27001:2013 Information technology – Security techniques – Information security management systems – Requirements



		An information security standard that was published on the 25th September 2013, published by the International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). It is a specification for an information security management system (ISMS).



		Visit the standard 

		Health & Safety



		UK Health & Safety at Work etc. Act of 1974



		The Health and Safety at Work etc. Act 1974 (also referred to as HSWA, the HSW Act, the 1974 Act or HASAWA) provides for securing the health, safety, and welfare of persons at work. Companies will want to ensure that their third parties are in compliance with this regulation.



		Read the Act



		ISO 45001 – Occupational health and safety



		A framework to improve employee safety, reduce workplace risks, and create better, safer working conditions, all over the world.



		Visit the standard 



		RIDDOR 2013



		Reporting of Injuries, Diseases and Dangerous Occurrences Regulations (RIDDOR) 2013 requires employers, the self-employed, and those in control of premises to report specified workplace incidents.



		Read the Regulation 



		Arms Regulations



		International Traffic in Arms Regulations (ITAR)



		Controls the export and import of defense-related articles and services on the United States Munitions List.



		Read the regulation 



		Federal Risk and Authorization Management Program (FedRAMP)





		 FEDRAMP is US government-wide program that provides a standardized approach to security assessment, authorization, and continuous monitoring for cloud products and services. This approach uses a “do once, use many times” framework that saves cost, time, and staff required to conduct redundant Agency security assessments. Requirements to be considered related to TPRM are 3rd Party Assessment Organizations (3PAOS) 3PAOS play a critical role in the FedRAMP security assessment process, as they are the independent assessment organizations that verify cloud providers’ security implementations and provide the overall risk posture of a cloud environment for a security authorization decision. These assessment organizations must demonstrate independence and the technical competence required to test security implementations and collect representative evidence. 3PAOs must: • Plan and perform security assessments of CSP systems • Review security package artifacts in accordance with FedRAMP requirements

		Section 5 of the Federal Trade Commission Act

		prohibits deceptive marketing practices. The Equal Credit Opportunity Act has made it illegal for discriminatory lending practices.

If a third-party vendor engages in these prohibited acts, it will significantly affect the partner company’s operations, especially from a financial and reputational standpoint.





		FINRA Notice 21-29 Vendor Management and Outsourcing

		
Regulatory Notice 21-29 has three core objectives:

To reiterate existing applicable regulatory obligations;
Examine results, observations, and disciplinary actions that have taken place recently; and
Provide questions that FINRA member firms may use when evaluating their third-party vendor management systems, supervisory procedures, and controls.

		AUSTRALIA				See Above

		CHINA				See Above

		EUROPEAN UNION				European Parliament: General Data Protection Regulation
European Banking Authority (EBA): EBA Guidelines on ICT and security risk management; EBA Guidelines on outsourcing arrangements
European Securities and Markets Authority (ESMA): Guidelines on outsourcing to cloud service providers

		FRANCE

		INDIA				NA

		JAPAN				Principles for Model Risk Management November 12, 2021

		SINGAPORE				The Monetary Authority of Singapore ('MAS') published, on 5 August 2022, a paper on operational third-party risk management, following its inspection of selected banks.

		SPAIN				NA				https://content.next.westlaw.com/practical-law/document/I9ee3dff7642411e38578f7ccc38dcbee/Outsourcing-Spain-overview?viewType=FullText&transitionType=Default&contextData=(sc.Default)&firstPage=true#:~:text=There%20are%20no%20national%20laws%20that%20specifically%20regulate%20outsourcing%20transactions%20in%20Spain.

		UK				Prudential Regulation Authority (PRA): Supervisory Statement SS2/21 outsourcing and third party risk management

						Financial Conduct Authority (FCA): FG16/5: Guidance for firms outsourcing to the 'cloud' and other third party IT services

						Information Commissioner's Office (ICO): Outsourcing – FOIA and EIR obligations

		GCO Cybersecurity Public Policy Dashboard and Subcommittee Deck Content (Draft 12-20-20)





		·       Incidents. United States. The Cyber Incident Reporting for Critical Infrastructure Act of 2022 (signed March 2022) requires critical infrastructure operators to notify the Cybersecurity and Infrastructure Security Agency (CISA) of all cyber incidents within 72 hours and ransom payments within 24 hours. CISA must draft implementing regulations and requested public feedback on the appropriate definition of cyber incidents and how to report them. AXP worked with several trade associations to submit comments to CISA’s request (ABA, BPI, IIB, SIFMA).

		·       Incidents/Security Standards/Resiliency/Third Party Risk. New York, United States. The NY Department of Financial Services released draft amendments to its Cybersecurity Rule, which propose a 24-hour notification for ransom payments notification, annual independent audits for larger entities, enhanced board expertise, and restrictions on privileged accounts. AXP is working with the Bank Policy Institute (BPI) to submit comments.

		·         Third Party Risk. United States. In August, the Consumer Fraud Protection Bureau published a circular interpreting the Consumer Fraud Protection Act that may impact cyber risk analyses, specifically that failing to implement adequate security could be deemed an unfair and deceptive practice (and therefore) a consumer harm. The CFPB’s focus on inadequate measures themselves (without a data breach) as a consumer harm is different than how AXP’s prudential regulators approach the safeguarding of consumer data.

		·       Incidents/Security Standards. Quebec, Canada. Quebec’s assembly proposed amendments to its omnibus privacy law, which includes cyber requirements. Bill 64 includes breach notification (analogous to that at the Canadian federal level and Alberta) and enhanced penalties (up to $10m or 2% of global turnover). AXP submitted comments to the bill through the Canadian Banker’s Association.





		·       Incidents/Resiliency/Third Party Risk. European Union. The EU finalized the EU Digital Operational Resilience Act (DORA). Following a 2-year implementation period, DORA will impose operational resilience requirements and management oversight requirements on financial institutions and critical service providers. Despite key requirements now set, some aspects of DORA, including incident reporting obligations, remain to be determined.

		·       Third Party Risk/Operational Resilience. United Kingdom. The Prudential Regulation Authority, Financial Conduct Authority, and Bank of England issued a discussion paper on the proper oversight of third parties. Regulated entities must remain primarily responsible, and ultimately accountable, for managing risks to their resilience arising from their arrangements with third parties, including but not limited to those designated as “critical.” AXP submitted comments together with other financial institutions through the industry  trade association UK Finance.

		·       Third Party Risk. European Union. The European Commission issued two draft directives that require: (1) ethical and sustainable business practices through global value chains; and (2) adequate disclosure about risks, opportunities, and impacts of companies’ activities on people and the environment. Both directives are currently in draft form without a target date for implementation. AXP will continue to monitor developments in this area for potential impacts to AXP.







		·       Incidents/Security Standards/Third Party Risk. Hong Kong. The Hong Kong Monetary Authority (HKMA) issued additional guidelines for payment card networks related to data security, fraud risk management, incident reporting and ongoing compliance validation in Sept 2022. AXP successful in persuading HKMA to introduce a Cascade Mechanism as opposed to direct responsibility on Amex to exercise oversight of participants’ third-party providers.

		·       .

		·       Incidents/Security Standards. Malaysia. Bank Negara Malaysia develops new centralised platform for licensees in Dec 2022 to report operational disruptions (e.g. system disruption,  or service disruption affecting customers, due to operational issues such as cyber-attack or external issues like blackout, flood or pandemic).

		·       Cybersecurity/Security Standards/Third Party Risk. Malaysia. In Dec 2022, Bank Negara Malaysia finalised its policy for Payment System Operators which include comprehensive risk management requirements, including cybersecurity, outsourcing, technology and information security risk.

		·       Cybersecurity/Security Standards/Third Party Risk. Indonesia. Bank Indonesia issued its revamped Payment System Regulations in Jul 2021. AXP is required to fully implement by Jun 2023. It includes comprehensive risk management requirement such as obtaining at least National standard information security certification and incident reporting requirements. AXP successfully avoided costly and time-consuming process of obtaining additional ISO 27001 certification by convincing BI of sufficiency of existing certifications. 

		·       Data Localization. Vietnam. Decree 53 implementing Vietnam’s Cybersecurity Law was issued in August 2022 and includes localization requirements. Based on an analysis validated by outside counsel, these requirements are unlikely to apply to AXP. AXP will continue to monitor this area.

		https://files.consumerfinance.gov/f/documents/cfpb_semi-annual-report_spring-2022.pdf

		Treasury and the Financial and Banking Information Infrastructure Committee (FBIIC) will set up an interagency Cloud Services Steering Group to coordinate on issues raised in the report.

		Office of Comptroller of the Currency (OCC) Bulletin 2013-29: Third-Party Relationships: Risk Management Guidance

		• Federal Deposit Insurance Corporation (FDIC) FIL-44-2008: Guidance for Managing Third-Party Risk

		• Consumer Financial Protection Bureau (CFPB) Bulletin 2016-02: Service Providers

		• Federal Regulatory Agencies’ Administrative Guidelines: Implementation of Interagency Programs for the Supervision of Technology Service Providers

		• Federal Financial Institutions Examination Council (FFIEC): Supervision of Technology Service Providers

		• Federal Reserve Board (FRB): SR 13-19: Guidance on Managing Outsourcing Risk

		• International regulatory guidance such as the European Union Payment Services Directive, European Banking Authority (EBA) Guidelines on Outsourcing Arrangements, Payment Services Regulations, Electronic Money Directive, and Electronic Money Regulations, as well as relevant guidance published by the Reserve Bank of Australia, Bank Of Canada, Reserve Bank Of India, Banco de Mexico, Banco Central De La República Argentina, Modern Slavery Legislation (e.g. UK Modern Slavery Act, Australia Modern Slavery Act, etc.) and others.
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https://aravo.com/regulations/https://www.mas.gov.sg/~/media/MAS/Regulations%20and%20Financial%20Stability/Regulatory%20and%20Supervisory%20Framework/Risk%20Management/Outsourcing%20Guidelines_Jul%202016%20revised%20on%205%20Oct%202018.pdfhttps://eba.europa.eu/documents/10180/2551996/EBA+revised+Guidelines+on+outsourcing+arrangements/38c80601-f5d7-4855-8ba3-702423665479https://www.bis.org/publ/joint12.pdfhttps://www.handbook.fca.org.uk/handbook/SYSC/13/9.htmlhttps://www.fca.org.uk/publication/barriers-to-entry-third-party-technology-considerations.pdfhttps://www.fca.org.uk/publications/research/cyber-technology-resilience-themes-cross-sector-survey-2017-18https://www.fca.org.uk/publications/finalised-guidance/fg16-5-guidance-firms-outsourcing-cloud-and-other-third-party-ithttps://www.bankofengland.co.uk/prudential-regulation/publication/2018/building-the-uk-financial-sectors-operational-resilience-discussion-paperhttps://www.govinfo.gov/content/pkg/USCODE-2011-title15/pdf/USCODE-2011-title15-chap94-subchapI.pdfhttps://www.pcisecuritystandards.org/pci_security/maintaining_payment_securityhttps://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.htmlhttps://content.naic.org/sites/default/files/inline-files/MDL-668.pdfhttps://aspe.hhs.gov/reports/health-insurance-portability-accountability-act-1996https://www.hhs.gov/hipaa/for-professionals/security/index.htmlhttps://www.govinfo.gov/content/pkg/FR-2013-01-25/pdf/2013-01073.pdfhttps://www.hhs.gov/hipaa/for-professionals/special-topics/hitech-act-enforcement-interim-final-rule/index.htmlhttps://www.congress.gov/bill/107th-congress/house-bill/3763https://www.theiia.org/https://www.justice.gov/sites/default/files/criminal-fraud/legacy/2012/11/14/fcpa-english.pdfhttps://www.legislation.gov.uk/ukpga/2010/23/contentshttps://www.oecd.org/corruption/oecdantibriberyconvention.htmhttps://www.occ.gov/news-issuances/bulletins/2017/bulletin-2017-7.htmlhttps://www.iso.org/standard/65034.htmlhttps://oag.ca.gov/SB657https://www.legislation.gov.uk/ukpga/2015/30/contents/enactedhttps://www.eeoc.gov/statutes/title-vii-civil-rights-act-1964https://www.eeoc.gov/statutes/equal-pay-act-1963https://www.sec.gov/opa/Article/2012-2012-163htm---related-materials.htmlhttps://www.epa.gov/laws-regulations/summary-clean-air-acthttps://www.iso.org/standard/60857.htmlhttps://ec.europa.eu/info/law/law-topic/data-protection/data-protection-eu_enhttps://leginfo.legislature.ca.gov/faces/billTextClient.xhtml?bill_id=201720180AB375https://www.occ.gov/news-issuances/bulletins/2020/bulletin-2020-10.htmlhttps://www.oecd.org/digital/ieconomy/privacy-guidelines.htmhttps://www.iso.org/standard/54534.htmlhttps://www.hse.gov.uk/legislation/hswa.htmhttps://www.iso.org/iso-45001-occupational-health-and-safety.htmlhttps://www.hse.gov.uk/riddor/https://www.pmddtc.state.gov/?id=ddtc_public_portal_itar_landinghttps://en.wikipedia.org/wiki/System_and_Organization_Controlshttps://en.wikipedia.org/wiki/System_and_Organization_Controlshttps://en.wikipedia.org/wiki/System_and_Organization_Controlshttps://en.wikipedia.org/wiki/System_and_Organization_Controlshttps://www.federalreserve.gov/supervisionreg/srletters/sr1319a1.pdfhttps://content.next.westlaw.com/practical-law/document/I9ee3dff7642411e38578f7ccc38dcbee/Outsourcing-Spain-overview?viewType=FullText&transitionType=Default&contextData=(sc.Default)&firstPage=truehttps://www.bankofengland.co.uk/-/media/boe/files/prudential-regulation/supervisory-statement/2021/ss221-march-21.pdf?la=en&hash=5A029BBC764BCC2C4A5F337D8E177A14574E3343https://www.fca.org.uk/publication/finalised-guidance/fg16-5.pdfhttps://ico.org.uk/for-organisations/outsourcing-foia-and-eir-obligations/https://www.fbiic.gov/https://ithandbook.ffiec.gov/it-booklets/retail-payment-systems/retail-payment-systems-risk-management/operational-risk/vendor-and-third-party-management.aspxhttps://www.ffiec.gov/press/PDF/FFIEC_Appendix_J.pdfhttps://www.fdic.gov/news/financial-institution-letters/2008/fil08044.htmlhttps://govt.westlaw.com/nycrr/Browse/Home/NewYork/NewYorkCodesRulesandRegulations?guid=I5be30d2007f811e79d43a037eefd0011&originationContext=documenttoc&transitionType=Default&contextData=(sc.Default)

Sheet2

		Read the Act 

		chain risk continues to increase and evolve as attacks target vulnerabilities 

		in software systems commonly used by large numbers of OCC supervised 

		banks. Threat actors are increasingly exploiting vulnerabilities in third-

		party hardware and software systems to conduct malicious cyber 

		activities. These attacks demonstrate the importance of banks assessing the 

		risks from their third parties, inclusive of the supply chain, and developing a 

		comprehensive approach to operational resilience. 

		 

		Semiannual Risk Perspective for Fall 2021 

		BCBS Perspective 

		•Banks have successfully leveraged technology, including that provided by 

		third parties, to withstand the Covid-19 pandemic. However, the pandemic 

		has also exacerbated certain operational risks that banks face related to 

		their use of technology-based services provided by third parties. 

		•The Committee conducted a series of outreach sessions that highlighted 

		areas of improvement related to banks' third- and fourth-party risk 

		management and concentration risk matters. 

		•The Committee considers the implementation of the. Principles for 

		Operational Resilience and revised Principles for the Sound Management of 

		Operational Risk critical to strengthening banks' operational resilience 

		•Link: Newsletter on third- and fourth-party risk management and 

		concentration risk 

		CIRCIA 

		Will require critical infrastructure entities to report material cybersecurity 

		incidents and ransomware payments to the Cybersecurity and Infrastructure 

		Security Agency (CISA) within 72 and 24 hours, respectively. 

		•Link: Cyber Incident Reporting for Critical Infrastructure Act of 2022 

		(CIRCIA) 

		CISA 

		Cybersecurity and Infrastructure Security Agency (CISA) Shields Up to report 

		anomalous cyber activity and/or cyber incidents 24/7 to report@cisa.gov or 

		(888) 282-0870. 

		•Link: Shields Up | CISA 

		EO 14028 - "Improving the 

		Nation's Cybersecurity" 

		Requires agencies to enhance cybersecurity and software supply chain 

		integrity. 

		•Link: Executive Order (EO) 14028 - "Improving the Nation's Cybersecurity" 

		NIST 

		Cybersecurity supply chain risk management (C-SCRM) 

		•Link: NIST Updates Cybersecurity Guidance for Supply Chain Risk Management | 

		NIST 

		International Coordination 

		FSB explored whether harmonization in cyber incident reporting could be 

		achieved and on October 19, 2021 issued Cyber Incident Reporting: Existing 

		Approaches and Next Steps for Broader Convergence. 

		 

		The Basel Committee on Banking Supervision seeks to promote a principles-

		based approach to improving operational resilience. 

		•Link: Principles for Operational Resilience 



		Computer-Security Incident 

		Notification: Final Rule 

		The rule also requires a bank service provider to notify at least one bank-

		designated point of contact at each affected customer bank as soon as 

		possible when it determines it has experienced a computer-security 

		incident that has materially disrupted or degraded, or is reasonably likely 

		to disrupt or degrade, covered services provided to the bank for four or 

		more hours. If the bank has not previously provided a designated point of 

		contact, the notification must be made to the bank’s chief executive officer and 

		chief information officer or to two individuals of comparable responsibilities. 

		•Links: Computer-Security Incident Notification: Final / OCC Points of 

		Contact for Banks’ Computer-Security Incident Notifications 

		Sound Practices to Strengthen 

		Operational Resilience 

		The sound practices paper generally describes standards for operational 

		resilience set forth in the agencies' existing rules and guidance. 

		•Link: Operational Risk: Sound Practices to Strengthen Operational 

		Resilience 

		Conducting Due Diligence 

		on FinTech Companies 

		A guide intended to help community banks assess risks when 

		considering relationships with financial technology (fintech) 

		companies. This guide is intended to serve as a resource for community 

		banks when performing due diligence on prospective relationships with 

		fintech companies. 

		Topics to Consider When Conducting Due Diligence of a Fintech 

		Company 

		•Link: Conducting Due Diligence on Financial Technology 

		Companies: A Guide for Community Banks 

		Architecture, Infrastructure, 

		and Operations 

		The FFIEC members issued a new booklet called Architecture, 

		Infrastructure, and Operations. This booklet replaces the Operations booklet. 

		•Link: FFIEC IT Examination Handbook InfoBase - Architecture, 

		Infrastructure, and Operations 

		Proposed IA Guidance 

		Joint effort by the OCC, Federal Reserve and FDIC would replace each 

		agency's existing guidance on TPRM and would be directed to all banking 

		organizations supervised by the agencies to help manage risks 

		associated with third-party relationships, including relationships with 

		financial technology-focused entities. 

		 

		Proposal provided background of agencies’ current guidance and posed 

		questions on a variety of areas, including scope, tailoring, due diligence, 

		subcontractors, and information security. 

		•Link: Proposed Risk Management Guidance for Third-Party 

		Relationships 

		Key Takeaways 

		•Software supply chain attacks demonstrate the need for banks to assess 

		the risks emanating from their suppliers and third parties and develop a 

		comprehensive, cooperative approach to operational resilience. 

		•Banks should develop plans and implement and periodically test controls to 

		maintain the integrity of critical information in the event of a cyber event, 

		such as secure storage and offline backup on immutable media of 

		data supporting critical operations. 

		•The cybersecurity threat landscape continues to present significant risks to 

		financial institutions, reinforcing the need for financial institutions to 

		effectively authenticate and control access for users and customers to 

		protect information systems, accounts, and data. 
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Sheet1

		Remote Working Era Mental Health


		
Increased Employee Leverage


		Hybrid Workforce Disparities

		Fin-Tech: Everywhere, more financial firms will turn to online and mobile channels, competing and co-operating with fintechs

		Cybersecurity Including SEC Rule

		Environmental, Social, Governance (ESG) including Climate

		Artificial Intelligence

		Supply Chain and Forced Labor 

		Digital Assets (including Crypto)

		Cloud Computing

		Buy Now Pay Later BNPL and Big Tech Payment Platforms

		Customer Permissioned Data Engagements

		Risk Assessment and Contract Alignment

		Geopolitics

		Nth Party Risk Assessments

		Slowing Economy

		Basel IV Implementation

		Illicit Finance

		Chinese Firms flouting Audit rules will be delisted in US

		Cross Border: Cross-border payments will see the next shake-up, spurred by the rise of digital currencies and by Russia’s exclusion from swift, a messaging network that underpins international payments

		Reputation/Increasing Customer Demands

		Private Equity Under Heat

		Social Media Sentiment Investing

		Rising Interest Rates/Market Liquidity Strains/Volatility

		China/Taiwan Conflict

		Higher Energy Prices

		Significant Regulatory Changes

		Gamification

		Super Apps

		Exascale Computing

		Digital Investment Advice "Robo-Advisors"

		Diversity, Equity, Inclusion, and Accessibility Strategic Plan (DEIA 
Strategic Plan)

		Quantum Cryptography-While quantum cryptography describes using quantum phenomena at the core of a security strategy, post-quantum cryptography refers to cryptographic algorithms (usually public-key algorithms) that are thought to be secure against an attack by a quantum computer.

		Post Quantum Cryptography While quantum cryptography describes using quantum phenomena at the core of a security strategy, post-quantum cryptography refers to cryptographic algorithms (usually public-key algorithms) that are thought to be secure against an attack by a quantum computer.

		Succession Challenges and Talent Retention

		Russia's Invasion of Ukraine

		CyberInsurance Firms will be acquiring managed detection and response (MDR) providers

		A C-Level Executive will be fired for the firms use of employee monitoring 

		Deals will be won or lost on cyber insurance coverage 

		 An organization will sue an offensive security tool provider for causing its breach

		There will be shakeups at the CEO and CISO Levels.

		Risky Foreign Debt
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Trends

		Risk Pillar

		Sources/Trends and Emerging Risks		Remote Working Era Mental Health
		
Increased Employee Leverage
		Hybrid Workforce Disparities		Fin-Tech: Everywhere, more financial firms will turn to online and mobile channels, competing and co-operating with fintechs		Cybersecurity Including SEC Rule		Environmental, Social, Governance (ESG) including Climate		Artificial Intelligence		Supply Chain and Forced Labor 		Digital Assets (including Crypto)		Cloud Computing		Buy Now Pay Later BNPL and Big Tech Payment Platforms		Customer Permissioned Data Engagements		Risk Assessment and Contract Alignment		Geopolitics		Nth Party Risk Assessments		Slowing Economy		Basel IV Implementation		Illicit Finance		Chinese Firms flouting Audit rules will be delisted in US		Cross Border: Cross-border payments will see the next shake-up, spurred by the rise of digital currencies and by Russia’s exclusion from swift, a messaging network that underpins international payments		Reputation/Increasing Customer Demands		Private Equity Under Heat		Social Media Sentiment Investing		Rising Interest Rates/Market Liquidity Strains/Volatility		China/Taiwan Conflict		Higher Energy Prices		Significant Regulatory Changes		Gamification		Super Apps		Exascale Computing		Digital Investment Advice "Robo-Advisors"		Diversity, Equity, Inclusion, and Accessibility Strategic Plan (DEIA 
Strategic Plan)		Quantum Cryptography-While quantum cryptography describes using quantum phenomena at the core of a security strategy, post-quantum cryptography refers to cryptographic algorithms (usually public-key algorithms) that are thought to be secure against an attack by a quantum computer.		Post Quantum Cryptography While quantum cryptography describes using quantum phenomena at the core of a security strategy, post-quantum cryptography refers to cryptographic algorithms (usually public-key algorithms) that are thought to be secure against an attack by a quantum computer.		Succession Challenges and Talent Retention		Russia's Invasion of Ukraine		CyberInsurance Firms will be acquiring managed detection and response (MDR) providers		A C-Level Executive will be fired for the firms use of employee monitoring 		Deals will be won or lost on cyber insurance coverage 		 An organization will sue an offensive security tool provider for causing its breach		There will be shakeups at the CEO and CISO Levels.		Risky Foreign Debt







		Periodicals

		The Economist								x																x								x		x				x		x																																												x								Financial services
A slowing economy will test financial stability in 2023. A 2008-style global crash is unlikely, given banks’ high reserves and tighter risk standards as Basel IV implementation starts. Rising interest rates will also bolster margins. Yet unsecured private investments may come unstuck. Wide-ranging financial sanctions against Russia will cause further losses and disruption for financial firms. Sovereign defaults are certain in Sri Lanka and possible in many other emerging markets, from Mongolia and Pakistan to Egypt and Tunisia. The imf warns that banks laden with risky foreign debt could then fail as currencies depreciate and repayment burdens soar.

Stockmarkets will tighten their standards. America will de-list companies (many of them Chinese) that flout audit rules; Hong Kong and Shanghai will benefit. China will face dangers, particularly in property: Evergrande, an indebted property giant, has until September 2023 to avoid being delisted in Hong Kong. Everywhere, more financial firms will turn to online and mobile channels, competing and co-operating with fintechs. Cross-border payments will see the next shake-up, spurred by the rise of digital currencies and by Russia’s exclusion from swift, a messaging network that underpins international payments.

TO WATCH: Harder than abc. It will be a crunch year for esg as regulators curb greenwashing—corporate spin touting a company’s environmental, social and governance credentials. New eu rules for esg accounting will apply from June, with America’s to follow.

		Wall Street Journal Risk and Compliance Forum										x		x				x												x								x																																																		•Climate risk presents a multitude of challenges for organizations and society alike, and many of these challenges are intertwined. With proposed regulatory changes on the horizon, we’ll discuss how risk modeling and valuation across climate scenarios can help. •A conversation with a top U.S. official on the effort to reinforce sanctions imposed on Russia over its invasion of Ukraine, as well as other priorities for the Treasury Department in stemming illicit finance and money laundering. • Russia’s invasion of Ukraine and the resulting sanctions imposed around the world have made this an even more problematic area. Compliance chiefs from different industries will discuss how they have adapted their programs and where they see the biggest pitfalls and uncertainties. Supply chain labor conditions have been targeted by several recent laws, including the U.S. law focused on China’s Xinjiang province. • The chairman of the Forced Labor Enforcement Task Force discusses where the U.S. is focusing its enforcement efforts. •The recently passed Uyghur Forced Labor Prevention Act is a particular challenge for the many companies that source materials from China. A look at how companies are scrubbing their supply chains to ensure compliance. •From Covid-19 to the Ukraine war, the last two years have highlighted the geopolitical risk inherent in global supply chains. A look at how companies can assess and manage this risk. • Avoiding Privacy Pitfals New laws and actions by regulators around the world have changed the picture for use of customer data and for marketing and advertising. How companies can adapt. •Private equity is under intense regulatory scrutiny for issues ranging from disclosure to healthcare deals to antitrust compliance.   •How can banks adapt their Financial Crime Compliance (FCC) programs in a world with digital assets? We’ll discuss approaches combining traditional techniques with on-chain analysis to detect and prevent money-laundering in this new realm • • • • • •

		Harvard Business Review (Various)										x																																x																																												Cybersecurity Risk Management, Strategy, Governance, and Incident Disclosure: Securities and Exchange Commission. In March 2022, the SEC issued a proposed rule titled Cybersecurity Risk Management, Strategy, Governance, and Incident Disclosure.  In it, the SEC describes its intention to require public companies to disclose whether their boards have members with cybersecurity expertise. Three risks for third parties: Regulatory environment: New regulatory requirements
like the General Data Protection Regulation (GDPR)
have forced firms to address the management of
supplier risk more holistically. According to the
Procurement Leader survey, a lack of supplier-related
information is firms’ top concern regarding GDPR
compliance (37 percent).
• Heightened client expectations: Clients are increasingly
concerned about how firms manage security risks.
Clients want to know that their firms are identifying
possible third-party supplier risks and taking the
necessary steps to monitor and control those risks.
• Firms’ reputations in the marketplace: Firms have access
to some of their clients’ most sensitive information, and
threats to that information can have a serious negative
effect on both existing client relationships and the ability
to attract new clients. If a supplier-driven incident were to
occur, firms risk hurting their perception not only in the
legal industry, but also beyond. Furthermore, the legal
industry’s security measures in particular are viewed as less sophisticated than other industries, making them a
target for hackers.







		Regulators and Trade Groups

		American Bankers Association

		FINRA’s Office of Emerging Regulatory Issues										x				x				x		x																										x										x																														Two emerging areas that OFI has been monitoring include decentralized finance ("DeFi") and non-fungible tokens ("NFTs"). DeFi generally refers to the ecosystem of financial applications being built on blockchain networks. These applications may run ‘smart contracts’ to perform financial services via open-source computer code without a central authority. An NFT is a type of digital asset that has unique identification codes and metadata such that it cannot be exchanged for an equivalent asset. There has been significant growth in the number of NFTs created and transactions involving NFTs, as well as some attempts to create fractional interests in NFTs and pooled assets holding different NTFs. A number of these developments in the DeFi and NFT markets hold potential implications for the securities industry, and OFI is monitoring them. FINRA is engaging in an active industry outreach to better understand the various AI applications explored by the securities industry, the benefits offered by such applications, as well as related challenges such as supervision of AI-based tools. FINRA published Special Notice 7-30-18, seeking comments from the industry on the topic. FINRA also published a white paper on Artificial Intelligence in the Securities Industry and hosted an accompanying AI Conference in November 2020. Digital investment advice generally refers to digital tools that help automate the process to develop an investor profile, to prepare proposals and sales materials, to develop an asset allocation, and to recommend specific securities to an investor. Those recommendations may be for individual securities, a customized portfolio, or a pre-packaged portfolio for investors with a given profile. These investment advice tools can be used by financial professionals or by clients, with many client-facing tools often referred to as "robo advisors" or "robos." Over the past few years, a new ecosystem of social media sentiment investing companies have emerged that aim to help investors predict market changes using social media sentiment analytics and facilitate communications through social networking platforms.Gamification generally refers to the application of "game-like" elements and principles to non-game situations. As investors increasingly conduct financial transactions using laptops, tablets, and mobile phones, the design and function of online websites and mobile applications ("platforms") have become intrinsic to broker-dealers’ interactions with customers. Examples of gamification features used by some platforms include but are not limited to games at sign-up; social networking tools; streaks with prizes; points, badges, and leaderboards; and notifications. These features and similar ones may influence investors’ actions as they navigate through platforms and engage in various activities, including opening accounts, selecting investments, and trading. As a result, FINRA is monitoring the use of gamification and related design features in the securities industry and gathering information related to the potential benefits and risks related to these features.Cloud computing refers to the delivery of information technology ("IT") services using internet technologies in a way that is elastic, scalable, and may be priced on a pay-as-you-go basis. Core services include data storage, processing capacity, networking, and software applications. 

Cloud computing is transforming how broker-dealers operate by providing opportunities to enhance agility, efficiency, resiliency, and security within firms’ technology and business operations while potentially reducing costs. At the same time, firms are seeking to address certain key considerations in moving to the cloud. These include items such as developing the right protocols and skills base to maintain cloud security and fostering the right firm culture to fully take advantage of the offerings of cloud.  

Considering both the opportunities and challenges presented by cloud, OFI is actively engaged on this topic to better understand the implications of cloud computing on the securities industry. FINRA also published a white paper on Cloud Computing in the Securities Industry in August 2021.

Different business models have emerged in this space, including social media data analytics companies, social media sentiment-based product issuers, crowdsourced research networks, and social networking platforms. While these tools may offer some benefits to investors and other market participants, they also pose several risks.

		COSO’s Risk Assessment in Practice report										x		x		x						x

		OCC Semiannual Risk Perspectives 										x		x						x																														x						x																																Economic growth slowed sharply in 2022, while high employment rates supported consumer spending and overall bank performance. Banks, in aggregate, remain well capitalized and with ample liquidity and sound credit quality, although macroeconomic headwinds are a concern. The OCC highlighted interest rate, operational, compliance and credit risks, among the key risk themes in the report.

Highlights from the report include:

Bank investment portfolios have been adversely impacted by the rising rate environment resulting in portfolio depreciation.
Operational risk is elevated. Cyber threats continue to evolve, with threat actors continuing to target the financial services industry with ransomware and other attacks.
Compliance risk remains elevated as banks continue to operate in an increasingly complex environment that includes significant regulatory changes.
The quantity of credit risk in commercial and retail loan portfolios is moderate. Loan portfolio performance has been resilient, but signs of potential weakening in some segments warrant careful monitoring.
The report also highlights the OCC’s initiative on climate-related financial risks to the federal banking system and the OCC’s careful and cautious approach to crypto assets.

		CFPB Supervisory Guidance Semi Annual Report								x														x		x																																								x																						Inquiry into Big Tech Payment Platforms. In October 2021, the CFPB issued orders to  collect information on the business practices of large technology companies operating payments systems in the United States.20 The information will help the CFPB better understand how these firms use personal payments data and manage data access to users so the CFPB can ensure adequate consumer protection. The orders were sent to Amazon, Apple, Facebook, Google, PayPal, and Square. The CFPB is also studying the payment system practices of Chinese tech giants, including Alipay and WeChat Pay. The orders 
compel information on:▪ Data harvesting and monetization. Payment companies may be actively storing 
and sharing payment data across product lines and with data brokers and other third parties. In some cases, payments companies may be using this data for 
behavioral targeting. These practices may not align with consumers’ expectations. The orders seek information on how companies collect and use data.
▪ Access restrictions and user choice. When payment systems gain scale and network effects, merchants and other partners feel obligated to participate, and the 
risk increases that payment systems operators will limit consumer choice and stifle innovation by anticompetitively excluding certain businesses. The orders 
seek to understand any such restrictive access policies and how they affect the choices available to families and businesses.
Other consumer protections. Consumers expect certain assurances when dealing with companies that move their money. They expect to be protected from fraud 
and payments made in error, for their data and privacy to be protected and not shared without their consent, to have responsive customer service, and to be 
treated equally under relevant law. The orders seek to understand the robustness with which payment platforms prioritize consumer protection under laws such as the Electronic Fund Transfer Act and the Gramm-Leach-Bliley Act. Diversity, Equity, Inclusion, and Accessibility Strategic Plan (DEIA 
Strategic Plan)  Reinforce human capital policies and programs to help the agency effectively and 
efficiently manage a talented, engaged, diverse, and inclusive workforce. 
 Analyze and mature our learning and development opportunities to develop the new 
skills, leadership traits, and professional growth required for a modern workforce.
 Foster a positive, innovative work environment that promotes diversity, equity, integrity, 
inclusion, and trust for all employees. 
 Review and redesign the skills and values we want in the CFPB’s employees and enhance 
our services to enable them to do their best work. 
 Maintain comprehensive equal employment opportunity (EEO) compliance and diversity 
and inclusion programs, including those focused on minority and women inclusion

		Fed Financial Stability Report										x		x						x																														x		x		x																				x														Since the May 2022 Financial Stability Report was released, the economic outlook has weakened, 
and uncertainty about the outlook has remained elevated. Inflation remains unacceptably high in 
the United States and is also elevated in many other countries. Central banks around the world, 
including the Federal Reserve, have tightened monetary policy in response. A weaker outlook, 
higher interest rates, and elevated uncertainty have contributed to a substantial tightening in 
financial conditions. Economic, financial, and geopolitical risks also have risen. This report also discusses potential near-term risks based in part on the most frequently 
cited risks to U.S. financial stability as gathered from outreach to a wide range of researchers, 
academics, and market contacts (discussed in the box “Survey of Salient Risks to Financial 
Stability”). Contacts expressed increased concern about market functioning, including the 
possibility of disorderly markets and extreme volatility. In addition, persistently and unexpectedly high inflation, combined with further rate increases in the United States, could negatively affect 
domestic economic activity and financial conditions, which would affect the ability of businesses 
and households to service their debts and, as a result, the credit risk faced by financial intermedi�aries. As described in the box “International Risks and U.S. Financial Stability,” consequences of 
Russia’s invasion of Ukraine, stresses in China, the strength of the dollar, and other developments 
abroad could lead to adverse developments in some economies, which could affect U.S. financial 
stability. Moreover, shocks caused by cyber events, especially cyberattacks, could impair the U.S.
financial system. If any of these near-term risks were realized, and especially should such events 
precipitate a marked worsening of the economic outlook, their effects could be amplified through 
the financial vulnerabilities identified in this report.
The report also contains additional boxes that analyze salient topics related to financial stability: 
“Climate Scenario Analysis: An Explainer” and “Digital Assets and Financial Stability.

																																																		x

		Ratings Agencies/Market Data

		Moody's										x		x						x										x										x						x				x						x																		x														2023 OUTLOOKS

CHINA GROWTH & CREDIT
Policy uncertainties, unforeseen events, as well as long-term structural challenges pose credit risks to China, increasing credit differentiation between domestic regions and sectors.
CORONAVIRUS EFFECTS
The coronavirus outbreak is disrupting economies and credit markets worldwide.
CYBER RISK
The growing intersection of supply chains, connectivity and access to data is increasing the potential risks for significant cyberattacks on governments and businesses worldwide.
DIGITAL FINANCE
Financial digitalization is accelerating, as blockchain, tokenization, digital wallets and digital assets gain traction.
ESG CREDIT AND SUSTAINABLE FINANCE
Moody’s insights on the credit impact of ESG factors and latest analysis of sustainable debt instruments
GEOPOLITICAL REALIGNMENTS
Geopolitics is prompting a re-examination of trade, technology and supply-chain strategies. Defense and energy security are rising in prominence.
HIGHER RATES, SLOWER GROWTH
Weaker growth, elevated inflation and tighter monetary policy will weigh on debt issuers. Reduced liquidity and higher funding costs will crimp debt-servicing capacity.
LIBOR AND EURIBOR REFORM: WHAT DOES THE FUTURE HOLD?
Adapting to any reform or replacement of these benchmarks will involve numerous challenges and risks.
PRIVATE CREDIT: A GROWING MARKET WITH GROWING RISKS
A fast-growing and highly opaque US lending segment that is driving up leverage in the financial system and causing potential systemic risk.
REGULATION OF FINANCIAL INSTITUTIONS
The latest developments in regulation and capital requirements for banks and insurers globally.
RUSSIA-UKRAINE CRISIS
Risks from the Russia-Ukraine crisis.
THE BIG PICTURE
Economic turbulence, geopolitical uncertainty and social risks underline today’s credit environment. Climate issues and digital disruption are also taking on more credit relevance.
THE CREDIT CYCLE TURNS
Global credit conditions are weakening as inflation persists, interest rates rise and growth slows.
US HOUSING & HOUSING FINANCE: WHAT'S AFTER THE BOOM?
Housing supply has remained tight relative to demand but affordability strains amid rising interest rates are poised to weigh on sales activity and prices.

		Standard and Poors										x		x						x										x				x																x		x		x																				x												x		Difficult financing conditions persist, pressuring borrowers' debt-service capacity
Risk level Risk trend
Sharply higher policy rates and quantitative tightening by major central banks are pressuring already-strained financing conditions—which is
especially concerning against the backdrop of high debt levels, and could hurt lower-rated borrowers, in particular. A real or perceived monetarypolicy misstep (in either direction) could increase volatility in credit markets and result in an even sharper repricing of financial and real assets,
higher debt-servicing costs, and tighter access to funding. This also poses risks for EMs that rely heavily on foreign funding, have large external
and/or fiscal imbalances, and are exposed to further strengthening of the U.S. dollar.
Slumps in largest economies deepen the global slowdown
Risk level Risk trend
As many major central banks aggressively raise interest rates, persistent high inflation eats into consumer purchasing power, and energy scarcity
continues in Europe, the U.S. and Europe’s largest economies could fall into deeper downturns than we expect, accompanied by a steep rise in
unemployment. At the same time, China’s persistent COVID policy and prolonged weakness in the property sector could hurt consumption and
business confidence. A worse-than-forecast recession in the U.S. and Europe, and further slowdown in China, could further weaken global growth.
Input-cost inflation and weakening demand squeeze corporate profits, threatening credit quality
Risk level Risk trend
Hawkish central banks have yet to meaningfully bring down inflation, and economic activity is already slowing—increasing downside macro risks and
the likelihood of stagflation. As input-price pressures persist, companies that have been able to pass through increased costs to maintain profit
margins are now finding this more difficult as consumers’ purchasing power erodes and pent-up demand after the pandemic fades. Concurrently,
the strong dollar points to higher imported inflation for Asia-Pacific and EMs, compounding margin pressures.
Geopolitical tensions intensify, roiling markets and weighing on business conditions
Risk level Risk trend
As the Russia-Ukraine war drags on and the risks of escalation (potentially involving NATO allies) increase, the effects on markets and economies
could deepen. While European governments have lately succeeded in easing the continent’s energy crisis, the effectiveness of these measures is
finite, and the conflict could keep upward pressure on energy—and food—prices. Meanwhile, tensions between the U.S. and China continue to
simmer. Heightened global tensions among major countries add to “event risk” and could spur market volatility, further disrupt supply chains,
depress investor confidence, and diminish global cooperation regarding environmental and public health priorities.
Structural Risks
Physical risks from climate change weigh on growth and food supplies, while energy-security concerns delay decarbonization
Risk level Risk trend
The Russia-Ukraine military conflict has forced policymakers to prioritize energy security and affordability over sustainability in the short term. In
this light, the phase-out of carbon-intensive energy sources has been delayed in Europe—even as investments in some renewable energy ramp up.
As other countries, too, delay decarbonization, they’re exposed in variable ways to the environmental challenges, whether through physical risk,
adaptation costs, or overhauling fossil-fuel industries. The dire need for policy action could disrupt industries, with potential implications for
business and financial risks in energy-intensive sectors.
Cyberattacks disrupt business models, add to systemic risks
Risk level Risk trend
Amid increasing technological dependency and global interconnectedness, cyberattacks pose a potential systemic threat and significant singleentity event risk, with the Russia-Ukraine military conflict raising the prospect of major attacks. Criminal and state-sponsored cyberattacks are likely
to increase; with hackers becoming more sophisticated, new targets and methods are emerging. As public and private organizations accelerate their
digitalization, a key to resilience is a robust cybersecurity system, from internal governance to IT software. Entities lacking well-tested playbooks
(such as active detection or swift remediation) are the most vulnerable.
Source: S&P Global Ratings.
Risk levels may be classified as moderate, elevated, high, or very high, and are evaluated by considering both the likelihood and systemic impact of such an event
occurring over the next one to two years. Typically, these risks are not factored into our base-case rating assumptions unless the risk level is very high.
Risk trend reflects our current view on whether the risk level could increase or decrease over the next 12 months.

		Bloomberg												x																																																																										Risk Assessment Technology at Banks report





		GRC Vendors

		Protiviti’s Risk and Compliance resource																x																x																x																																						Organization's succession challenges and ability to attract and retain top talent in a tightening talent market may limit ability to achieve operational targets
Economic conditions in markets we currently serve may significantly restrict growth opportunities
Anticipated increases in labor costs may affect ability to meet profitability targets
Resistance to change may restrict the organization from making necessary adjustments to the business model and core operations
Uncertainty surrounding core supply chain ecosystem
Changes in the overall work environment may lead to challenges in sustaining culture and the conduct of the business
Adoption of digital technologies may require new skills in short supply, requiring significant efforts to reskill/upskill employees
Organization's culture may not sufficiently encourage the timely identification and escalation of risk issues
Approach to managing demands on or expectations of a significant portion of workforce to work remotely or as part of a hybrid work environment
Organization may not be sufficiently resilient and/or agile to manage an unexpected crisis

		Metric Stream												x				x																x																x				x		x																		x														With the specter of COVID-19 receding, businesses are looking beyond recovery to growth. New opportunities for success abound. But so do new challenges and risks. Chief among them is Russia’s invasion of Ukraine, coupled with the cost-of-living crisis and tightening financial conditions – all of which
are projected to slow down global economic growth from an estimated 6% in 2021 to 3.2% in 2022 and 2.7% in 2023. Climate change poses an additional concern, especially as extreme weather events threaten to upend business operations and supply chains. Meanwhile, changes in regulation and legislation – be it around
data governance or carbon footprints – continue to overwhelm business leaders and boards, with the risk that compliance best practices may be replaced by a ‘check-the-box’ mentality. None of these risks exist in isolation – they’re deeply interconnected issues with cascading impacts.
Navigating this complex environment requires that we move away from traditionally fragmented governance, risk, and compliance (GRC) activities, towards a more holistic and harmonized GRC approach. Built over time, this approach can offer you the big-picture risk view you need to make better-informed
strategic decisions that strengthen business resilience and performance. MetricStream is committed to helping you thrive on risk in uncertainty. Based on our conversations with customers and thought leaders and our own analysis of economic conditions, regulations, and various news events, here are our insights on where GRC is heading – and how you can prepare for the future with confidence.

		Process Unity												x				x																																				x		x																																In a volatile market impacted by shocked supply chains and rising energy costs, Environmental, Social & Governance (ESG) is increasingly a business priority. Your organization needs the agility and insight to manage challenging market conditions while staying compliant.

Listen in on an expert discussion with ProcessUnity and EcoVadis to gain insight on:

Current challenges influencing global TPRM and ESG trends
How different industries are impacted by and addressing market volatility
Key regulations and standards to know for ESG compliance



		Risk Predictive

		Gartner: Top Emerging Risk Trends		x		x		x						x				x												x				x						x										x		x		x		x																x		x														Remote Working Era Mental Health
Increased Employee Leverage
Hybrid Workforce Disparities
Evolving Sociopolitical Expections
Escalation of Conflict in Europe
China Trade Tensions
Ungoverned SaaS
Critical Infrastructure Failure
Cost of Computing Spike
Cloud Concentration Risk
Breach Disclosure Requirements
Wage Price Spiral
Overzealous cost cutting
Macroeconomic downturns
Key Material Shortages
Energy Price Inflation
Financial Planning Uncertainty
ESG Implementation Challenges
Energy Transition 
Climate Activism

		Forrester																																																																										x		x		x		x		x				More CROs will get promotions and a possible board seat More chief risk officers (CROs) will report to CEOs next year, increasing risk quantification’s importance to C-level executives and company boards. Forrester sees CROs as instrumental in leading their organizations, from achieving compliance to becoming more resilient. Industry leaders throughout 2022 have predicted CISOs will be on more boards of directors, given their role in improving their organizations’ security posture and driving revenue. George Kurtz, CEO and cofounder of CrowdStrike, said he is “seeing more and more CISOs joining boards. I think this is a great opportunity for everyone here [at Fal.Con] to understand what impact they can have on a company. From a career perspective, it’s great to be part of that boardroom and help them on the journey. To keep business resilient and secure.” Quantifying cyber risks will be an in-demand skill set for current and future CROs in 2023. Cyber-quantification is a series of techniques to prioritize costs, risks and expected returns from competing cybersecurity projects. It’s well known throughout enterprise security that CISOs use cyber risk quantification to define and grow their budgets for zero-trust security frameworks and initiatives.   More multimillion-dollar deals’ RFPs and RFQs are asking providers to have cyber insurance. Seven-figure deals will be won or lost based on how well a business has protected itself with cyber insurance. The challenge will be getting coverage at an affordable price. Cyber insurers also need to close the gaps they have, which is why Forrester is predicting they will begin acquiring managed detection and response (MDR) providers in 2023. Jeff Pollard, vice president and principal analyst at Forrester, advised security leaders at the firm’s recent Security and Risk Management Forum, “so if you’ve got some aspect of risk mitigation or risk transference going on with cyber insurance where you assume they’re going to be there for you if you have a breach, well, guess what? They may not be, and by the way, for you to get the policy amount and coverage that you have, well, you’ve got to have a certain level of security posture.” Meanwhile, the costs of cyber insurance keep rising. 
The need for cyber insurance makes CISOs’ roles more tightly aligned to revenue. “By the way, this can also affect revenue,” Pollard said. “If you take a look at those RFPs, RFQs, those customers are asking questions about insurance. Some of them are starting to ask questions about cyber insurance. So now you might have an RFP that your deal desk is responding to, working with a sales team for a major customer that you’d love to add. Except you’ve got to have cyber insurance.” More than 50% of CROs will report directly to the CEO. A C-level executive will be fired for their firm’s use of employee monitoring. At least three cyber insurance providers will acquire an MDR provider (Managed Detection and Response); An organization will sue an offensive security tool provider for causing its breach; A Global 500 firm will be exposed for burning out its cybersecurity employees; 

		MIT Technology																																																										x		x		x				x																				Enterprises take note: Superapps can consolidate and replace multiple apps for customer or employee use and support a composable business ecosystem.
A superapp is like a Swiss army knife — with a range of component tools (miniapps) that the user can use and remove as needed. Superapps are trending because users, especially the younger generation born in the age of smartphones, demand mobile-first experiences that are powerful and easy to use. 
“We also see superapps gaining interest from forward-thinking organizations,” says Jason Wong, Distinguished VP Analyst at Gartner. “Those orgs embrace composable application and architecture strategies to power new digital business opportunities in their industries or adjacent markets.”
Gartner expects that by 2027, more than 50% of the global population will be daily active users of multiple superapps. The superapp concept will also expand to include enterprise mobile and desktop experiences, such as workflow, collaboration and messaging platforms. Quantum cryptography, by extension, simply uses the principles of quantum mechanics to encrypt data and transmit it in a way that cannot be hacked. Exascale supercomputers are the next frontier in computing. They can quickly analyze massive volumes of data and realistically simulate many of the extremely complex processes and relationships behind the fundamental forces of the universe—in a way that’s never been done before. Many industries and systems could be affected, including precision medicine, climate science, and nuclear physics. 
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		That Third Party Guy																																																																				x																		Post Quantum Cryptography If China is able to break RSA we need to come up with something better. What is Post Quantum Cryptography (PQC)?  It’s encryption that answers the problem introduced by more powerful computing.  Most encryption today relies on being so burdensome to guess (or crack), that it is not reasonable to even try because it would take far more time and resources than whatever you’re trying to guess is worth.  One measure is called “Polynomial” time. 

From Ryan’s article referenced above “Polynomial time refers to the amount of time it takes for an algorithm to solve a problem, and is generally considered to be good running time for a given algorithm, meaning it can scale to large input sizes without taking an impractically long time to complete.”

A quantum computer can make cracking current encryption algorithms, much much faster than current processing allows for a reasonable time and cost.  That’s the unrealized promise at this point.  But it’s coming.  It’s just a matter of when.

Enter PQC. Nobody really knows what the transition will look like.  Will we go from nothing to a massive switch to quantum computing so we can encrypt safely?  Will we immediately start sending information in the clear?  Will there be an intermediate step and network equipment will be upgraded to quantum computing?

One thing is certain.  We’ll need new solutions as quantum computing becomes more and more mainstream.

		Law Firms (Various)
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https://www.finra.org/rules-guidance/key-topics/fintechhttps://www.economist.com/the-world-ahead/2022/11/21/ten-business-trends-for-2023-and-forecasts-for-15-industrieshttps://www.moodys.com/newsandevents/topics/2023-Outlooks-00705Fhttps://www.spglobal.com/_assets/documents/ratings/research/101570029.pdf?utm_medium=cpc&utm_source=google&utm_campaign=Brand_Standard_Poors_Search&utm_term=standard&utm_content=448717667915&gclid=CjwKCAiAk--dBhABEiwAchIwkYz1nBcJBPfWMfHy_A6KPkhhvPbCay9-_5eOJRSTwPMLSf0Gm7xhzRoCPcEQAvD_BwEhttps://www.tradersmagazine.com/departments/brokerage/bloomberg-survey-reveals-the-top-risk-concerns-for-the-year-ahead/https://www.technologyreview.com/2023/01/09/1066394/10-breakthrough-technologies-2023/?utm_source=linkedin&utm_medium=tr_social&utm_campaign=NL-WhatsNext&utm_content=01.10.23https://info.processunity.com/supplychains-inflation-regulations-podcast-ecovadis.html?Source=Web&Code=vrm-web-reshub_podcasts-shocked_supply_chains_esg_ecovadis-evg&Product=VRMhttps://www.coso.org/SitePages/Home.aspxhttps://www.protiviti.com/us-en/survey/executive-perspectives-top-risks-2023-and-2032https://www.gartner.com/en/audit-risk/trends/top-ten-emerging-riskshttps://www.forrester.com/report/predictions-2023-cybersecurity-risk-and-privacy/RES178192?ref_search=0_1673887858998https://www.occ.gov/search.html?q=semiannual%20risk%20perspectivehttps://www.consumerfinance.gov/data-research/research-reports/?topics=reportshttps://www.federalreserve.gov/publications/financial-stability-report.htmhttps://riskforum.wsj.com/
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