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Jay Bobo
Founder, Breachsiren

Experience:
● 20+ years in technology
● Nine years in healthcare

Passions: 
● Spending time with family
● Helping friends in TPRM reduce

their workload with automation & data

About Me
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1. Learn to speak the language 
of the business

1. Use data to build compelling 
stories about your work

2. Make a perfect pitch for budget

Goals For Today
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Meet Bob
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Bob’s Problem
He’s stressed & overwhelmed.

● Solo practitioner
● Works for a small hospital
● 700 vendors (150 critical)
● Uses Microsoft Excel
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Bob’s Wants
More resources!

● Hire a junior person 
● Dedicated TPRM tool
● Continuous vendor monitoring

(ESG, financial, cyber)
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“I can’t manage this myself. The vendors take 
forever to respond if they respond at all.

I need some help.”  

— Bob Rossi
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Bob’s Pitch
He prepared a report with…

● # of assessments annually
● A recent study stating regulators are 

focusing on supplier risk and the % 
of increased incidents

● The average cost of a breach
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“I looked up some of our vendors online and 
found a website that scans them.

It says they have low risk scores. There could 
be a real risk to the business.”  

— Bob Rossi
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The Result
The CISO says…

“I’m sorry. We really appreciate your 
effort on this, but we don’t have the 
resources right now. The board is 
concerned about how our audit 
deficiencies might be viewed publicly. We 
need to focus on those this year.”
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Problem: Bridging the gap



Where did Bob
go wrong?
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Mistakes!?!
What did he get wrong?

● Didn’t address business needs
● Wrong data
● Lack of support
● Lack of narrative
● Made it easy to say, “No”
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Understanding
the gap at work
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Question: How do you communicate the 
value you provide?
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Question: How does your company
communicate its value?
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Problem: Communication



“The human mind is a story 
processor, not a logic 

processor.” 

— Jonathan Haidt
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Our Checklist
Turn mistakes into opportunities!

● Address business needs
● Wrong data
● Lack of support
● Lack of narrative
● Made it easy to say, “No”
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Using data to build 
compelling stories
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Question: What’s wrong with risk rating 
and threat intelligence tools?
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What’s 
so wrong?

Problem 1
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“Organizations should stop 
using risk scores and risk 

matrices. There is mounting 
evidence against (and none for) 

their effectiveness” 

— Doug Hubbard, author of 
“How to Measure Anything in Cybersecurity” 

Problem 2 Source: https://www.youtube.com/watch?v=bYjPmptlc14
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Instead…



“Breakthroughs in science often 
happen at the intersection of 
diverse scientific disciplines” 

— Dr. Bob Reiter, Bayer 
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Solution = Better Data

Breach data Cyber loss data
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What is breach 
notification data?
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Question:
Are private companies 
mandated to notify their users if 
they leak their data?
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All 50 states and the District of Columbia 
have laws requiring private businesses, to 
notify individuals of security breaches of [..] 
personally identifiable information.” 

— National Conference of State Legislatures

Fun Fact

Source: https://www.ncsl.org/technology-and-communication/security-breach-notification-laws
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1. Breach notification laws are regulated at state level

2. 35 states and DC require private companies to notify their 
Office of the Attorney General

3. 40 states and DC require notification to a credit reporting agency

4. Generally, notification is required for >=1,000 citizens

5. Notification requirements are ASAP to 45 days generally

Things to know…
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1. Breach notifications are real data. They are the Who, What, 
Where and When.

1. Not notifying impacted users = you’re breaking state law!

1. Breach notification data can be used to ensure vendors, 
clients and partners are being truthful

2. If you’re paying for risk/threat intelligence data but real data
isn’t included, what are you really paying for?

Takeaways
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What is loss data?
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Question: How would you identify the true 
financial cost of a data breach?
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It’s your insurers job to know how much it will cost them 
if your company has a breach because of risk transfer.

Why is this important…

Insurance 
Company Reinsurer

Insurance
Linked

Securities
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breachsiren Source: https://www.artemis.bm/glossary/expected-loss/
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● Company and industry identifiers

● External or internal caused loss including 
employee, vendor/consultant, terrorist, 
criminal organization, etc

● Actor vectors, proximate + secondary 
causes, compromised data sources, types, 
and affected counts

● Settlement amounts, legal fees, fines, 
restitution

Fields
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1. Cyber loss data is used purely for underwriting purposes not 
continuous monitoring of actual breaches as reported to regulators

1. It is occasionally the Why but always the How Much of our story.

2. Identify the REAL cost of a breach from an insurers POV 

1. Enrich your risk tools for better storytelling

Things to know…
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Solution(s)

Third Party Risk
(continuous monitoring)
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Vendor X - High Risk
What story do we want to tell?

● What letter grade would another 
vendor assign them?

● What would their theoretical credit 
score be?

● What security issues are in their 
external facing sites?
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Vendor X - High Risk
An alternative story:

● How many breaches have been reported to a regulator?
● Have they reported a breach but not told us?
● Did they report something different than what 

was shared with us?
● How much did their breaches cost them 

and/or other parties?
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Which story is better?

A       story:
● Vendor X reported three breaches last year
● They informed us of 1/3
● They lost the data due to phishing
● The total loss amount was $20m USD

A        story:
● Vendor X has a risk rating of A-
● They have websites that don’t enforce HTTPS
● The vendor is mentioned in an unnamed 

forum on the dark web
● The range of industry losses is $500k-7m
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We can answer other 
questions too…

A       story:
● Likelihood: How many hospitals reported 

a breach last year?

● Impact: What was actual average cost of 
a breach for a hospital

breachsiren

Impact 
x  Likelihood

Risk



Our Checklist
Turn mistakes into opportunities!

● Didn’t address business needs
● Get the right data
● Lack of support
● Lack of narrative
● Made it easy to say, “No”
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Common
misconceptions
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Statement: We don’t have enough data!
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Blackjack
How do we win?

● We do not have perfect 
information about the deck.

● Are there systems for making 
good decisions without 
complete information?
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Statement: Reputational damage can’t 
be measured!

breachsiren



Susie’s Lemonade
Maybe awesome, maybe not!

● Her competitor Little Johnny tells 
the whole neighborhood that 
Susie puts rat poison in her 
lemonade.

● How would we measure 
reputational damage to Susie?
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Influencing 
the influencer
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Question: Have you ever heard someone 
ask for less resources?
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1. Acknowledge the business needs first

2. Identify the personal impact to your leader

3. Know when your request may be invalid or poorly timed

4. State your willingness to be a good team player

5. Help with prioritization

Things to remember…
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Establishing Allies
Who else is impacted?

● What’s the impact of your work
on finance, legal and the business?

● Are you a bottleneck for others?

● Has your company had a prior audit 
finding for TPRM?
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1. Ask your peers how they’re impacted

2. Have them advocate for you directly or indirectly (testimonial)

3. Craft your pitch together

4. Solve your problem by solving theirs first

Things to remember…

breachsiren



Our Checklist
Turn mistakes into opportunities!

● Didn’t address business needs
● Wrong data
● Gather support
● Lack of narrative
● Made it easy to say, “No”

breachsiren



Getting it right
the second 
time!
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Our Checklist
Turn mistakes into opportunities!

● Didn’t address business needs
● Wrong data
● Lack of support
● Craft your narrative
● Make it easy to say, “Yes”
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“I understand the board is concerned our 
audit deficiencies may impact our share price 
so they’ve been putting a lot of pressure on 

you to find a resolution.”  

— Bob Rossi
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Bob’s Pitch
He presented…

● How he and his peers can address 
the audit deficiencies of the CISO

● The financial impact of the riskiest 
most critical vendors for small 
hospitals in his region with the 
likelihood of occurrence
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Short Hills Hospital
An alternative story:

● Their vendor had a breach of their patient data
● They were also fined by US Department of Health

for lack of adequate risk management practices
according to the resolution agreement

● The total loss amount was $20m USD
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Bob’s Pitch
He ended his pitch with three options…

● Good: Are we open to accepting TPRM 
risk so we can put it on-hold. That 
would let me focus my full attention on 
the audit?

● Better: Should we automate our 
monitoring of low risk vendors for $45k 
and spend that time on audit response?

breachsiren

● Best: Can we hire a junior 
third party risk management 
analyst at $75k, I’ll train that 
person so that I can help with 
the audit?



“I’ve discussed this plan with account 
management and they would like to know if 

we’re willing to accept the risk and 
put TPRM on-hold this year as it’s a big 

bottleneck for them.”  

— Bob Rossi
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The Result
The CISO says…

“Thanks for this. Account Management 
reached out to me already. I’m not willing 
to accept the risk but I’d like to learn 
more about the other options you 
presented. 
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Our Checklist
Turn mistakes into opportunities!

❏ Address business needs
❏ Get the right data
❏ Gather support
❏ Craft your narrative
❏ Make it easy to say, “Yes”
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“CISOs need to translate the 
cybersecurity request for funds 
into the language of the rest of 

the organization” 

— Doug Hubbard, author of “How to Measure Anything in 
Cybersecurity” 

Solution
Source: https://www.youtube.com/watch?v=bYjPmptlc14breachsiren



1. Speak the language 
of the business

1. Build compelling stories about 
your work

2. Made a “perfect” pitch for budget

What Have We Learned?
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Recommendations 
& Tools
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● For communications & relationship building:
○ Radical Candor by Kim Scott
○ How to Win Friends by Andrew Carnegie
○ Influence by Robert Cialdini
○ MEDDIC Sales Qualification Framework

● For storytelling:
○ How to Tell a Story by Scott Simon (NPR)
○ Why Storytelling Works: The Science

Recommendations…
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https://meddicc.com/meddic-sales-qualification-and-frameworks
https://www.youtube.com/watch?v=tiX_WNdJu6w
https://www.youtube.com/watch?v=tiX_WNdJu6w
https://www.arielgroup.com/why-storytelling-works-the-science/


● For cyber loss data:
○ Verisk, IHS Markit, Zywave, breachsiren.com

● For breach notification data:
○ Vcdb, breachsiren.com

● Risk quantification: 
○ “How to Measure Anything in Cybersecurity Risk” 

by Doug Hubbard
○ FAIR Blog: Shopping for Cyber Loss Data by Allison Seidel

Recommendations…
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http://breachsiren.com
http://breachsiren.com


What We’re Doing At BreachSiren

breachsiren

● Learn what your vendors are reporting to 
federal, state and industry regulators

● Thirty-six sources include: 
○ HHS, OCC, HIBP, FTC, *SEC 

(December)
○ CA, TX, FL, NY, IL, OH, NC, MA, 

NJ, MD, DE, ME…

● Downloadable audit reports
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What We’re Doing At BreachSiren

● Know how much vendors have paid in 
fines and settlements

● Storyteller Prompts
○ Budget Requests
○ Team Value 
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“You’re not a cost center, you’re 
a value center. Your value is 

helping your senior leaders sleep 
better at night.” 

— Tom Garrubba, Echelon Risk + Cyber 
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Fin
breachsiren.com

Breach Intelligence Platform

Real data, right now.
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