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Third-Party Risk Management

Third-Party Risk Management (TRPM) is an ongoing evaluation process for organizations that want 
to manage the risks that occurs with using vendors and outsourcing services and products. A TPRM 
strategy helps shine a light into areas of potential business risks. MindPoint Group

Third-party risk management (TPRM) is the process of analyzing and controlling risks associated with 
outsourcing to third-party vendors or service providers. This could include: Unnecessary access to 
your intellectual property, customer information, or other sensitive data. Upguard



BASIC and KISS



Jazz it up!



Getting Serious…



Over the top… Yup, it was me!



The Lifecycle

Third Party Risk 
Management



The REAL lifecycle… Hold on

Planning Phase
1. Business unit or Function group identifies a new product, enhancement, or process 

efficiency that will have a material positive impact
2. Internal, External, or a combination of operational availability is determined

3. Potential Project Team is scoped, and regulatory mandates identified

4. Business case with estimated development and maintenance as well as projected ROI 

Initial Management Approval



…And

Design Phase

5.   Project Team finalized 

6.   Non-negotiable minimum requirements, compliance, and controls established

7.   Business/Function Requirements Document completed and approved

8.   Business/Function Technical Requirements Document completed and approved

Business case revised, approved, budget assigned.



…And

Procurement Phase

9.   Vendor capability review and RFI list developed

10. Request for Information (RFI) with NDA developed

11.  Review and Revised Cost/Benefit Analysis

12.  Sourcing list finalization

13.  Request for Quotation 

14.  Review and Revised Cost/Benefit Analysis

15.  Formal Risk Assessment completed

16.  Selection and Contract 



Whew!

Implementation Phase

17.  Project Team and vendor Data sharing

18.  Implementation

19.  Monitoring

20.  Expansion/Reduction/Modification

21.  Exit/Sunset



THE RISK…………….. THEN AND NOW

NOT KNOWING KNOWING AND NOT ACTING



The Future is Exciting!

AND CHALLENGING!

- Evolving Governance Landscape

- Keeping pace with trends and regulations

- Balancing innovation and regulation

- Innovating while complying. Is this feasible? 

- How to innovate while being compliant to laws? 



Information Overload…………… The Hidden Risk

FROM HERE TO HERE
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Data Must be Functional
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How Do We Get There?

ü Establish a Board Approved Sourcing Strategy Framework

ü Identify and validate Vendors versus Payees

ü What data is involved

ü Risk Rank/Tier Service Providers

ü Determine what vendors do and where they do it from

ü Who else touches the data in the vendor service

ü Complete catalogue of Domestic and Foreign regulations 

ü Implement a Governance Fora



Governance in a rapidly changing world

Management Board 

Head of Operational Risk

TPRM Strategic Committee

Divisions and Business Lines

Sponsoring Board Member

Front Office Division, Group Functions and 
Control Functions

TPRM ORM

CISO Regional Mgt

AFC/AML Legal

Compliance Tax

Data Privacy Audit

Sourcing Strategy Approval

Proposal Approval and Support

Updates Outsourcing Strategy on an annual basis consistent with 
regulatory requirements
Processes Exception Requests
Monitors compliance with approved Outsourcing Policy
Consequence Management and Issue Escalation

Develops Outsourcing Strategy and Appetite parameters
Updates Division/Business Outsourcing program
First Line RCSA and Relationship monitoring

Approves Risk Appetite Values and Exceptions



Q & A

John Bree
Chief Evangelist & Chief Risk Officer landing.supplywisdom.com/TPRA


